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Information Officer, the Office of Enterprise Technology Services respectfully submits 
the attached Annual Summary Report on the government agencies' personal information 
systems, pursuant to HRS section 487N-5(d). 

In accordance with HRS section 93-16, this report may be viewed electronically 
at http://ipsc.hawaii.gov/ . 

Sincerely, 

~ .. aq 
Douglas Murdock 
Chief Information Officer 
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Information Privacy and Security Council 
AnnuaJ Summary Report 

December 28, 2021 

The Information Privacy and Security Council (IPSC) submits the following summary report on 
the existence and character of government agencies' personal information (PD systems, pursuant 
to section 487N-5(d), Hawaii Revised Statutes (HRS). 

The IPSC has received the individual annual reports submitted by government agencies of the 
State of Hawaii, City and County of Honolulu, Hawaii County, Maui County, and Kauai County, 
in accordance with HRS section 487N-7. Enclosed are the council 's findings and summary of 
recent legislation to protect PI handled by government agencies. 

BACKGROUND 

Any State or local government agency that maintains one or more personal information systems is 
required under section 487N-7, Hawaii Revised Statute (HRS), to submit to the IPSC an annual 
report on the existence and character of each Pl system added or eliminated since the agency's 
previous annual report. 

The IPSC continued with the "paperless" method ofreporting to all jurisdictions and departments. 
All agencies had the option of using the IPSC's Privacy Impact Assessment (PIA) fillable PDF, 
accessible to agencies through the IPSC website (ipsc.hawaii.gov), to comply with their reporting 
requirement. 

Page 2 of25 2021 IPSC Annual Summary Report 



General Statistics 

There wa a total of247 submitted reports this year a 60% increa e compared to la t year due to the modification of 
the Annual Per onal Information (Pl) Sy rem report. Agencies ea ily adopted the modified report and concluded with 
180 updated system reports and 67 ne reports collected. 

PI Reports Collected per Jurisdiction 

County of Hawaii 

County of Maui 

State of Hawaii Government, Executive Branch 

State of Hawaii Government. Judiciary Branch 

Total Reports Received in 2021 

Count~· of Hawaii 

County of Kauai 

County of Maui 

Ci~· & County of Honolulu 

State of Hawaii Government, Executive Branch 

State of Hawaii Government, Legislative Branch 

State of Hawaii Government, Judicia~· Branch 
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County of Kauai 

City & County of Honolulu 

State of Hawaii Government, Legislative Branch 

246 

34 14% 

34 14°/c 

3 1% 

17 7% 

138 56% 

4 2% 

16 7% 
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Data Usage 

There were 63 (25%) y terns that collected only General Public information and 86 (34%) y tern that collected 
only Government Employee information. Respon es also summarized that 73 ystems (29%) collected both types of 
information and 24 systems (9%) do not collect any PI. 

Analy i of the respon e illu trated that government agenci s are collecting per onal information for the purpo e of 
economic development (5%) employment and human resources management (18%), health and social services 
(15%), law enforcement and public safety (16%), public infrastructure and services (17%) business infrastructure 
and services (18%) and regulatory compliance (13%). The table below reflects an average breakdown per usage type. 

Data sage 

Employm at and Human Re ·ourcc Management 
Law Enforcement and Public afcty 
Economic Development 
Bus inc • Infrastructure and er- ices 

Health and ociul ..:nice 
Public lnfrastructurc and crvices 
Rcgulalol) Compliance 

Average Volume per Usage Type 

Page 4 of 25 

Employment and Human Resources i\lanagement 

Health and Social Services 

Law Enforcement and Public Safety 

Public Infrastructure and Services 

Economic Development 

Regulatory Compliance 

Business Infrastructure and Services 

12,260 000 

9,872,000 

l0,411 000 

11 ,240 000 

2 465, 00 

8,770 000 

12,000,000 
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Go ernment Employee PI Volume per Agency 

tate of Hawaii. 
Judiciary Branch 

>1% 

tate of Hawaii. 
Exccuth·e .Branch 

75% 

tatc of Hawaii. 
Legislath·c Branch 

1% ity and ount) 
Honolulu 

10% 

County of H:m:iii 
12% 

oonty of Kauai 
2% 

Count) of Maui 
>1% 

GeneraJ Public PI Volume per Agency 

tate of Ha, aii 
Judiciary Branch 

>1% 

tate of Hawaii, 
Executive Branch 

77% 

State of Hawaii, 
Legi lative Branch 

1% City and County 
Honolulu 

13% 

County of Hawaii 
3% 

County of Kauai 
6% 

ounty of Maui 
>1% 
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General Public Information 

Based on the re ponses from agencies that collect information from the General Public the following types of PI are 
being collected: 

PI Collection Types - General Public 

Rirth 0Me 

Home ddre s 

Contac1 lnforrna1ion (e.g. phone number, E-mail addres , etc.) 

Societal l.11fonnatio11 (e.g. race, ethnic origin, sexual preference, mari tal status, etc.) 

Internationa l Identifying Number (e.g. Social ecurity umber) 

Credit Card Information 

Financial In titution/Accoun1 lnfom1ation 

Medical Information 

Birth Date 
Home Address 

Contact Information (e.g. phone number, E-mail address, etc.) 
Societal Information (e.g. race, ethnic origin, sexual preference, marital status, etc.) 

International Identifying Number (e.g. Social Security Number) 
Credit Card Information 

Financial Institution/Account Information 
Medical Information 

14% 
21% 
21% 
10% 
16% 
3% 
7% 
7% 
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Government Employee Information 

Based on the responses from agencies that collect information from Government Employees, the following types of 
PI are being collected: 

PI Collection Types - Government Employee 

Birth Date 

Home Address 

Contact lnfonnation (e.g. phone number, E-mai l address, etc.) 

Societal Jnfonnation (e.g. race. ethnic origin. sexual preference. marital status. etc.) 

lntemational Identi fying Number (e.g. Social Security umber) 

Credit Card Information 

Financial lnstitutio Account Information 

Medical lnfomiation 

Hire Date 

Performance Revie, va luations 

Salary/Compen ation Information 

Dependent or Beneficiaries Jnrormation 

Birth Date 
Home Address 

Contact Information (e.g. phone number, E-mail address, etc.) 
Societal Information (e.g. race, ethnic origin, sexual preference, marital status, etc.) 

International Identifying Number (e.g. Social Securit:,,· Number) 
Credit Card Information 

Financial Institution/Account Information 
Medical Information 

Hire Date 
Performance Reviews/Evaluations 
Salary/Compensation Information 

De endents or Beneficiaries Information 

14% 
13% 
13% 
8 Yo 
13% 
1 Yo 
5 Vo 
8 Vo 
8 Vo 
5% 
8% 
5% 
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Data Volume 

Below summarizes the volume of data being collected and stored by State of Hawaii government agencies. The graph 
and table summarize the volume by reporting agency. 

Les than I 0.000 
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Volume of Data 

10,000 to 49,999 50,000 to 499,999 Greater than 500,000 

Less than 10,000 

10,000 to 49,999 

50,000 to 499,999 

Greater than 500,000 

1% 

0% 
11 % 

8% 
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Demographics 

The following table and graph summarize the demographjcs of the types of users accessing and handling personal 
information. 

U er Demographics 

Regular users (public access) 

Third-Party Vendors 

Regular users (internal acces ) 

Law Enforcement 
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Regular users (public access) 

Law Enforcement 

Other government agencies 

Regular users (internal access) 

Third-Party Vendors 

Technical/ Operational/ Administrative users 

Technical/Opera1ional/Admini trati ve users 

01her sovemmeni agenci 

4% 

4% 

2% 

41 % 

10% 

39% 
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Access and Authentication 

The collection summarized that there are 161 systems accessible ia website (29%) internal network via a irtual 
private connection (67%), or tenninal access (4%). On average 150 systems require basic authentication (e.g., 
u emame and password). Out of the general population 34% of agency sy tern report d required an additional fom1 
of authentication (multi-factor authentication) while 66% of agency ystems reported it wa not requ ired. Common 
multi-factor authentications are as follO\ ed: 

Multi-Factor Authentication 

Token Authentication 

Biometric erification 

Security Que rions 

Time-based One-Time Pas code Authentication 

Phone AuU1entication 

ocial Identity erificarion 

Ri k-based Authentication 

Token Authentication 

Phone Authentication 

Biometric Verification 

Social Identity Verification 

Security Questions 

Risk-based Authentication 

Time-based One-Time Passcode Authentication 

43 % 

14% 

2% 

2% 

9% 

14% 

15% 
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Retention and Storage 

On average there are 86 systems that are designed to have information stored offsite outside of the reporting agencies 
building premi e, 43% back-up personal information locally within the vicinity of the agency 12% reported storing 
information in U.S. Mainland location while 45% of agencies back-up th ir information to cloud en ironments. o 
agencies reported storing information in International locations. From the general reporting population, 77 (34%) 
reported that the system does not have a retention period. while the remaining respondents stated that they have a 
retention period. 

Data Retention 

Less than I year 2 10 5 years 6 10 10 years More than IO years 'o retent ion period 

13% 

9% 

16% 

27% 
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APPE DIX A - Average Count of Systems collecting Personal Information per County and Usage 

City and County of Honolulu 

Employment and Human Resources Management 

Health and ocial Services 

Law Enforcement and Public Safety 

Public Infrastructure and Services 

Regulatory Compliance 

County of Hawaii 

Economic Development 
Employment and Human Resources Management 

Health and Social ervices 

La, Enforcement and Public Safety 

Public Infrastructure and Services 

Regulatory Compliance 

County of Kauai 

Economic Development 

Employment and Ruman Resources Management 

Health and ocial Services 

La, Enforcement and Public Safety 

Public Infra tructure and Services 

Regulatory Compliance 

County of Maui 

Employment and Ruman Resources Management 

State of Hawaii Executive Branch 

Business Infrastructure and Services 

Economic Development 

Employment and Human Resources Management 

Health and Social ervices 

Law Enforcement and Public Safety 

Public Infrastructure and Services 

Regulatory Compliance 

State of Hawaii, Judiciar Branch 

Economic Development 

Employment and Human Resources Management 

La, Enforcement and Public Safety 

Regulatory Compliance 

State of Hawaii, Legislative Branch 

Employment and Human Resource Management 

Public Infrastructure and Services 
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Government Employees 

6 

4 

6 

0 

9 

Government Employees 

0 
6 

8 

0 

I 

4 

Government Employees 

3 

7 

5 

5 

5 

4 

Government Employees 

4 

Government Employees 

6 
2 

6 

2 

Government Employees 

1 

6 

3 

2 

Government Employees 

9 

2 

General Public 

5 

3 

0 

General Public 

3 
1 

6 

I 

3 

0 

General Public 

3 

5 

7 

5 

5 

4 

General Publ.ic 

2 

General Public 

6 

2 

5 

3 

4 
3 

General Public 

2 

4 

2 

General Public 
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APPE ' DIX B -Types of General Public Pl Collected per ounty and sage 

Cit and County of Honolulu Birth Date Home Contact ietal l n1ern.2,l'ional Cttdi t Card Financi:a ccou nt Medical 
Address Inform a lion ( .. g. Information (e.g. ldenlir)ing Number lnforma1ioo lnfonoa1ion Information 

phone number. race, ethnic origin,, (e.g. Social urity 
E-mail addr sexuaJ preference, Number) 

Olt .) made-al status. 
tic.) 

Emplo:yment and Humnn Resources 3 4 3 
Manageme.nt 

Heolth and oci:11 enrices 0 0 0 0 

Public lnfrast.ructure and nrfces 2 0 0 

Regulatory Compliance 0 

County or Hawaii Birth Date Home Contacl icta l lnternsrional edit ard Financia Account Medin I 
ddress Information lo formation Jdentifyiog Number Information lnform•lion Information 

EmploJ'ment a..nd Human Resources 4 4 0 0 
1\bnagemenl 

L3\v E nfof"Ce meot :il nd Puhlk fe1y 2 0 

Public Infra 1·ru.t lure and n ·ices 0 

County or Kauai Birth Date Home Contatt Societal lnttrnatiooal Credit Card Finanda_ CtOUDI MedkaJ 
ddress Information lnformalion ldentirying ~ umber Information Information Information 

Emplo)'mcn1 ond Human R urccs 0 
Management 

Healtb ond Social n 1lccs ~ 0 

Public I nfrasl.rudure and nic('S 3 3 0 0 

Rtgulotory ompliancc 0 0 0 0 

County or Maui Bir1b Date Home Con bet Societal lntemational Crroit Card Financfa.1/ ccount Medical 
Address lnform2tion Informatio n Identifying .Somber lnformsuion lnform1tion Information 

EmploJ·mtnt and Human R~urt{"S i 0 0 
J\1ana:gcmtnl 

State of Hawaii, Executive Birth Date Home Cnntact ietaJ lntern.at.ional Credit C.ard Financl..UAccounl Media.I 

Branch Address lnformarlon lnfonnarlon tdcnlil)i.ng .Sumbor IJJfonna1ioo 1.nronnstion loforroatioo 

Business I nfranructurc and n;ces 0 0 

l::c-0nomic Oevdopmenf 0 2 0 

E:mplormen1 :11nd Hurnan Re-sourtes: .- 24 24 9 16 9 
Management 

Health and oci:il Sen'lcl's II 17 16 12 3 

L:1w nforccmtnt •nd Publi< Ssfety 0 0 0 0 0 
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Publ.ic lnrnastrutlurt and Sf-ni<'tS 2 3 0 

Regubtory Compliance ; 2 6 0 2 

State of Hawaii, Judiciary Birth Date H ome Con1act Sooiclal lntenui1ional Crtdll Card finandaUAccount Medical 

Branch Address lo.formation Information ldenti(ying Xumber lo.formation lnformati-On lo formation 

Economic De\'elopment 2 0 0 0 

Employment and Human Resources 0 0 0 0 0 
1\1anagernenl 

La" Enforcemenl and Public Safety 0 ~ 0 0 0 

Regulalory Compliance 0 0 0 0 0 

State of Hawaii, Legisla th•e Birth Date Home Con1att Sooielal International CrtditCud Finanda.UAc.count Mcdlcal 

Branch Address lnform2tion Jnform2tion ldenrirying ~ umber Information lnfornt9f'i-OO 1nrorm:1uion 

Employment and Human Resources 0 0 0 0 0 
Management 

Public Jnrr.utTUrlure and Services 0 0 
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APPENDIX C - Types of Government Employee Pl Collected per County and Usage 

City a nd County of Birth Home Conl:act Societal lolernational Credit Card Financial/ Medial Hire Performance. Salary/ Dt>pendenlS I 

Honolulu Dalt Address Information I nrormation ld~nlifying lnformatioo Account Information oa,e Re\'it"'s / Compensation Beneliciaries 
Number Information Evaluations Information lnrormation 

Employment and Human 5 s 5 3 s 0 3 2 2 2 
Resources Management 

Law Enforcement and 0 0 
Public Safety 

Public Infrastructure and 0 2 0 0 0 
Services 

County of H awaii Binb Home Connet Socielal lnte.rna1ion:al Credit Card Financt1U Media,I Hire Perfqrm.2.nce Salary / Dt>pendenu I 
Dair Address lnfonnation Information Identifying Information Account Information Date R,,,te"s / Compensation lkneficiarin 

Number Information [,·aluarlons Information lnform:a1icm 

Economic Development I I 2 0 I 2 2 0 I 

Employment and Human 16 17 16 12 17 0 6 8 II 4 13 7 
Resources Management 

Health and Social 0 0 
Services 

Law Enforcement and 2 0 0 2 0 0 
Public Safety 

Public Infrastr ucture and 2 2 2 2 2 0 0 
Sen,ices 

Regulatory Compliance 3 2 2 0 2 2 2 

County of Kauai Birth Home Contacr Societal International Credit Card Financiti:U Medial Hire Perrormanre S21ary / Dt>pendenlS I 
Dalt Address lnformation Information ldenlifying Information Account Information Datt Re,iews / Comp,nsarion Btncfi<:ia.ri~ 

Number Information E,·aluations Information Information 

Employment and Human 0 0 
Resources Management 

Health and Social 0 0 0 
Services 

Public infra.structure and 0 0 0 0 0 0 
s..-rvko,> •• 

Regulatory Compliance 0 0 0 0 0 

County of Maui Binb Home Con1:ac1 Sode1al International Credit Cud Flnancbl/ Medital Hire Pcrformanee Salary I Dependenis I 
Oa1e ;\ddress Information lnfonnation ldtnlifying Information Account lnform••ion Da1c Rcvit"-s / Compensstion Beneficiaries 

Number lnfonnalion Evaluations Information Information 
Employment and Human 0 0 0 0 0 0 0 0 0 0 

Resources Management 
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State of Hawaii, Birth Home Con1:1c1 So<lctal ln1trna1ional Credit Cord FinaOC'iaU Medical Hin Performa.ntc Sa1Ary / Deptndenu / 

Executive Bra nch Date Address Information In format.ion ldentirying Information A<:cou.nt Information Date Re,,ie"'-s/ Compensstion Be.neficiaries 
.Ji~ um.ber Lnfonnation E ,·a.luations Wonnatioo Jnformation 

Economic Development 3 4 5 2 6 0 2 0 I I I 

Employm ent and Human 25 22 23 15 17 3 9 16 19 14 17 l l 
Resources Management 

Realth and Social II 9 10 5 8 0 3 3 4 4 4 
Sen 'ices 

Law Enforcem ent a nd 7 8 7 4 4 0 0 4 6 3 4 3 
Public Safety 

P ublic i nfrastructure and 3 4 4 2 4 0 2 2 2 4 2 
Sen 'ices 

Regulator y Compliance II 7 7 3 10 0 7 4 3 6 2 

State of BawaU, Blnb Home Contact So<;eral International Credit Card •' inaocial/ Medin,! Hirt Ptrfonnanrc Salary / Dependent.<} 

Judiciary Branch Oat< Address l nformation lnlormation ldeotiryin2 information Accou.na Lnfonnatioo Date Revit"-s/ Compensation .Btnefida.rie:$ 
~ umber lnformstion f:valu.ations Information lnrormalioo 

Economic Development 2 2 3 2 3 0 0 0 I 0 2 0 

Employm ent and Human 3 2 2 2 3 0 2 3 2 2 
Resources l\lanagemeot 

Law Enforcem ent a nd 2 2 2 3 0 0 2 0 2 0 
Public Safety 

Regulator y Com pliance 0 0 0 0 0 0 

S tate or Rawaii, Birth Home Con·tacl So<ieral International Credit Card Financi111ll Medical Hire Performance S•l• ry I Depe.ndenlS I 

Legislati\'e Branch lnrt Address Information Information lde.nt.irying Inrormarion Account lnform2tion Ihle Re,iews/ Compe.ns»lion Renf fid saries 
Numl)er Information Evaluations Information Information 

Employm ent and Human 0 
Resources M anagement 
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APPENDIX D - Volume of General Public Pl per County and Category 

City and County of Honolulu Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 500,000 

Employment and Human Resources Management I 0 0 0 

Health and Social Services 5 0 0 0 

Law Enforcement and Public Safety 0 0 0 8 

PubUc Infrastructure and Services 3 0 0 0 

County of Hawaii Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 500,000 

Economic Development 3 0 0 0 

E mployment and Human Resources Management 1 0 2 0 

Health and Social Services 6 0 0 0 

Law Enforcement and Public Safety I 0 0 0 

Public Infrastructure and Services 3 0 0 0 

County of Kauai Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 500,000 

Employment and Human Resources Management 5 0 0 0 

Health and Social Services 7 0 0 0 

Law E nforcement and Public Safety 5 0 0 0 

P ublic Infrastructure and Services 5 0 4 

Regulatory Compliance 4 0 0 0 

County of Maui Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 S00,000 

E mployment and Human Resources Management 2 0 0 0 

State of Hawaii, Executive Branch Less than 10,000 to 50,000 to Greater than 
I0,000 49,999 499,999 S00,000 

Business Infrastructure and Services 0 0 4 8 

Economic Development 2 0 2 0 

E mployment and Human Resources Management 1 0 2 

Health and Social Services 5 0 11 6 

Law E nforcement and Public Safety 3 0 4 3 

Public Infrastructure and Services 3 0 3 6 

Regulatory Compliance 3 0 7 2 

State of Hawaii, Judiciary Branch Less than 10,000 to 50,000 to Greater than 
10, 000 49,999 499,999 500,000 

Economic Development 2 0 0 0 

E mployment and Ruman Resources Management 0 0 0 

Law Enforcement and Public Safety 4 0 0 0 

State of Hawaii, Legislative Branch Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 S00,000 

Public Infrastructure and Services 0 0 1 0 
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APPENDIX E - Volume of Go ernment Emplo ee PI per County and Category 

City and County Honolulu Les than 10,000 to 50,000 to Greater than 
10,000 49999 499,999 500 000 

Employment and Human Resources Management 5 10 0 0 

Health and Social Services 4 0 0 0 

Law Enforcement and Public Safety 0 0 0 6 

Regulatory Compliance 9 0 0 0 

County of Hawaii Les than 10,000 10 50,000 to Greater than 
10,000 49,999 499 999 500,000 

Employment and Human Re ources Management 6 0 8 0 

Health and Social Services 8 0 0 0 

Public Infrastructure and Ser ices 0 0 0 

Regulatory Compliance 4 0 0 0 

County of Kauai Less than 10,000 to SO 000 to Greater than 
10,000 49,999 499,999 500,000 

Economic Development 0 3 0 0 

Employment and Human Resources Management 7 0 0 0 

Health and Social Ser ices 6 0 0 0 

Law Enforcement and Public Safety 4 7 0 0 

Public Infrastructure and Services 7 0 0 0 

Regulatory Compliance 4 0 0 0 

County of Maui Less than 10,000 to 50,000 to Greater than 
10,000 49999 499,999 500,000 

Employment and Human Resources Management 6 0 0 0 

State of Hawaii, E xecutive Branch Less than 10,000 to 50 000 to Greater than 
10,000 49,999 499,999 500,000 

Business Infrastructure and Services 0 0 0 12 

Economic Development 0 7 4 2 

Employment and Human Resource Management 5 10 8 9 

Health and Social Ser ices 2 2 0 

Law Enforcement and Public Safety 2 3 

Public Infrastructure and Ser ices 2 0 0 4 

Regulatory Compliance 2 0 6 3 
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State of Hawaii, Judiciary Branch Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 500,000 

Economic Development 0 0 0 

Employment and Human Resources Management 6 0 0 0 

Law Enforcement and Public Safety 3 0 0 0 

Regulatory Compliance 2 0 0 0 

State of Hawaii, Legislative Branch Less than 10,000 to 50,000 to Greater than 
10,000 49,999 499,999 500,000 

Employment and Human Resources Management IO 9 0 0 

Public Infrastructure and Services 0 0 2 0 

Page 19 of25 2021 IPSC Annual Summary Report 



APPENDIX F - User Demogra phics per Agency and Category 

City and County of Honolulu Regular Regular Technical/ Third- Law Other 
users users Operational/ Party Enforcement government 

(public (internal Admi.nistrative Vendors agencies 
access) access) users 

Employment and Human 0 3 6 0 2 0 
Resources Managem ent 

H ealth and Social Services 0 I 0 0 0 

Law Enforcement and Public 0 0 0 0 0 
Safety 

Public Infrastructure and 0 2 0 
Services 

R egulatory C ompliance 0 0 

County of Hawaii Reg1Jlar Regular Technical/ Third-Party Law Other 
users users Oper11tion111/ Vendors Enforcement government 

(public (internal Administrative agencies 
access) access) users 

Economic Development I I 2 0 0 

Employment and Human 0 18 10 4 0 0 
R esources Managem ent 

Health a nd Social Services 0 0 0 0 0 

Law E nforcement and Public 3 2 0 0 
Safety 

Public Infrastructure a nd 0 3 0 0 0 
Services 

R egulatory Compliance 0 2 2 0 0 0 

C ounty of Kauai Regular Regular Technical/ Third-Party Law Other 
users users Operational/ Vendors Enforcement government 

(public (internal Administrative agencies 
access) access) users 

Employment and Human 0 3 3 0 0 
Resources Management 

Health a nd Social Services 0 3 5 3 0 0 

Public Infrastructure a nd 0 2 0 0 0 
Services 

Regulatory Compliance 0 0 0 0 0 

County of Maui Regular Regular Technical/ Third-Party Law Other 
users users Operational/ Vendors Enforcement government 

(public (internal Administrative agencies 
access) access) users 

Employment and Human 0 I 3 0 0 
R esources Managem ent 

State of Hawaii, Executive Regular Regular Tecbnic.aV Third-Party Law Other 

Branch users users Operational/ Vendors Enforcement government 
(public (internal Administrative agencies 
access) access) users 

Business Infrastructure and 0 2 0 0 0 
Services 

Economic Development 0 10 5 I 3 0 

Employment and Human 4 34 40 7 3 2 
R esources Managem ent 

Health and Social Ser vices 2 18 19 5 5 3 

Law Enforcement and Public 2 6 4 0 0 
Safety 
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Public Infrastructure and 6 6 2 0 0 
Services 

Regulatory Compliance 2 12 16 4 0 0 

State of Hawaii, Judiciary Regular Regular Technical/ Third-Party Law Other 

Branch u ers user Operational/ Vendors Enforcement government 
(publ ic (internal Administrative agencies 
access) acces ) u er 

Economic Development 0 3 0 

Employment and Human 4 0 0 
Resources Management 

aw Enforcement and Public 0 4 5 l 0 0 
Safety 

Regulatory Compliance 0 2 0 0 0 

tate of Hawaii, Legislative Regular Regular Technical/ Third-Party Law Other 

Branch u ers user Operational/ Vendor Enforcement 2overoment 
(public (internal Administrative agencies 
access) access) user 

Employment and numan 0 2 2 0 0 0 
Resources Management 

Public Infrastructure and 0 0 0 0 0 
Services 
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APPENDIX G - Personal Information Accessibility per County and Usage 

City and County of Honolulu Website Access Network Access Terminal Access 

Employment and Human Resources 6 
Management 

Health and Social Services 0 0 

Public Infrastructure and Services 0 

Regulatory Compliance 0 

County of Hawaii Website Access Network Access Terminal Access 

Economic Development I l 0 

Employment and Human Resources 2 11 0 
Management 

Law Enforcement and Public Safety 2 2 0 

Public Infrastructure and Services I 3 0 

Regulatory Compliance 0 1 0 

County of Kauai Website Access Network Access Terminal Access 

Employment and Human R esources 2 2 0 
Management 

Health and Social Services 3 5 0 

Public infrastructure and Services 0 3 0 

Regulatory Compliance 0 

County of Maui Website Access Network Access Terminal Access 

Employment and Human Resources 2 0 
Management 

State of Hawaii, Executive Branch Website Access Nehvork Access Terminal Access 

Business Infrastructure a nd Services 2 0 

Economic Development 4 7 0 

Employment and Human Resources 20 32 3 
Management 

Health and Social Services 8 18 2 
Law Enforcement and Public Safety 2 4 0 

Public Infrastructure and Services 4 3 

Regulatory Compliance 6 15 

State of Hawaii, Judiciary Branch Website Access Network Access Terminal Access 

Economic Development 0 3 0 

Employment and Human Resources 2 2 0 
Management 

Law E nforcement and Public Safety 0 5 0 

State of Hawaii, Legislative Branch Website Access Network Access Terminal Access 

Employment and Human Resources 0 2 0 
Management 

Public Infrastructure and Services 0 0 
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APPENDIX H - Retention Period per County a nd Usage 

C ity and County of Honolulu Less than 2 to 5 years 6 to 10 years More than No retention 
I year 10 years period 

Employment and Human Resources 2 0 4 2 
Management 

Health and Social Services 0 0 0 0 

Law Enforcement and Public Safety 0 0 0 0 I 

Public Infrastructure and Services 0 l 0 2 0 

Regulatory Compliance 0 0 0 l 0 

County of Hawaii Less than 2 to 5 years 6 to 10 years More than No retention 
I year JO years period 

Economic Development 0 0 I 0 I 

Employment and Human Resources 3 2 4 12 
Management 

Health and Social Services 0 0 0 0 

Law E nforcement and Public Safety 0 l I 0 I 

Public Infrastructure and Services 0 0 0 2 

Regulatory Compliance 0 0 

County of Kauai Less than 2 to !ii years li to 10 years More than No retention 
I year 10 years period 

Economic Development 0 0 0 0 l 

Employment and Human Resources 0 0 0 2 2 
Management 

Health and Social Services 0 3 2 

Law Enforcement and Public Safety 0 0 0 0 4 

Public Infrastructure and Services 0 0 2 l 2 

Regulatory Compliance 0 0 0 0 

County of Maui Less than 2 to S years 6 to 10 years More than No retention 
I year IO years period 

Employment and Human Resources 0 0 0 2 I 
Management 

State of Hawaii, Executive Branch Less than 2 to S years 6 to JO years More than No retention 
I year 10 years period 

Business Infrastructure and Services 0 0 0 0 2 

Economic Development l 0 3 3 4 

Employment and Human Resources 9 8 6 13 16 
Management 

Health and Social Services 4 4 7 9 

Law Enforcement and Public Safety I 0 I 0 6 

Public Infrastructure and Services 0 I 0 3 6 

Regulatory Compliance 6 3 7 5 

State of Hawaii, Judiciary Branch Less than 2 to S years 6 to 10 years More than No retention 
I year 10 years period 

Economic Development 0 0 I 2 0 

Employment and Human Resources 0 1 0 3 I 
Management 

Law Enforcement and Public Safety 2 2 0 I I 

Regulatory Compliance 0 0 0 
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State of Hawaji, Legislative Branch Less than 2 to 5 years 6 to 10 years More than No retention 
I year 10 years period 

Employment and Human Resources 0 0 0 1 2 
Management 

Public Infrastructure and Services 0 0 0 0 
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APPENDIX I - Off site Data Location of Personal Information per County and Usage 

City and County of Honolulu Local U.S. Cloud-computing International 
Mainland environment 

Employment and Human Resources 3 0 0 
Management 

Health and Social Services I 0 0 0 
Public Infrastructure and Services 0 I 0 0 

Regulatory Compliance 0 0 0 
County of Hawaii Local U.S. Cloud-computing International 

Mainland environment 

Economic Development 0 
Employment and Human Resources 3 2 4 0 

Management 
Law Enforcement and Public Safety 0 0 

Public Infrastructure and Services 0 0 

County of Kauai Local U.S. Cloud-computing I nternatlonal 
MaioJand environment 

F.mployment an(I Human Reso11rce.1l 0 0 
Management 

Health and Social Services 3 0 0 0 
Regulatory Compliance 0 0 0 

County of Maui Local U.S. Cloud-computing International 
MajnJand environment 

Employment and Human Resources 0 2 0 
Management 

State of Hawaii, Executive Branch Local U.S. Cloud-computing International 
Mainland environment 

Business Infrastructure and Services I 0 I 0 
Economic Development 3 3 0 

Employment and Human Resources 9 4 18 0 
Management 

Health and Social Services 11 2 5 0 
Law Enforcement and Public Safety 0 1 1 0 

Public Infrastructure and Services 0 0 3 0 

Regulatory Compliance 5 4 0 
State of Hawaii, Judiciary Branch Local U.S. Cloud-computing international 

Mainland environment 

Employment and Human Resources 0 0 0 
Management 

Law Enforcement and Public Safety 2 0 0 0 

State of Hawaii, Legislative Branch Local U.S. Cloud-computing lnternational 
Mainland environment 

Employment and Human Resources 0 0 0 
Management 
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